
How to Address Your Team After a Data
Breach

Imagine it’s a normal Tuesday morning. You’re sipping your coffee and reviewing
staffing schedules when your phone buzzes. It’s IT. Their tone is urgent. “We’ve had
a breach. Employee data may have been exposed.” 

For most HR managers, this is a nightmare scenario. Suddenly, everything feels
fragile. Employees are panicking. Leadership wants answers. Regulators may be
watching. And you, as the HR leader, are standing at the crossroads where compliance,
culture, and human trust all collide. 

In today’s workplace, where nearly every HR process—payroll, recruiting, benefits
enrollment, even employee surveys—lives online, a data breach isn’t just an IT
problem. It’s a human problem. The personal and financial security of your people may
be at risk, and how you handle the aftermath can define the long-term trust between
employees and the organization. 

This article explores how Canadian HR managers can address their teams after a data
breach. We’ll walk through compliance obligations, legal frameworks, and, just as
importantly, the human side of communication. Along the way, we’ll ground the
discussion in real-world cases and statistics that illustrate why this issue deserves
urgent attention. 

The Rising Tide of Workplace Data Breaches 
Canada is not immune to the global surge in cyber incidents. In fact, according to
the Office of the Privacy Commissioner of Canada (OPC), more than 680 breaches were
reported under federal privacy law in 2023 alone, affecting over 25 million
Canadians. That’s nearly two-thirds of the entire population. 

And those are just the reported numbers. Many smaller incidents go unreported,
particularly in provinces with weaker or less-enforced notification regimes. The
reality is that employee data – SIN numbers, banking information, health records, and
performance reviews – has become a lucrative target. 

Why? Because it’s often less protected than customer data, and yet just as valuable.
Hackers know that HR systems contain everything they need for identity theft. In one
widely cited case, a Canadian university payroll system breach exposed hundreds of
employees to tax fraud. Another case in British Columbia saw a health authority’s HR
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files compromised, leading to phishing attacks that continued for months. 

For HR managers, the message is clear: when a breach happens, it will almost
certainly involve your people’s personal information. And they will look to you first
for reassurance and guidance. 

Compliance Frameworks You Must Know 
Before you address your team, you need to understand what the law expects of you.
Canada has a patchwork of privacy laws that apply depending on your sector and
province.  

PIPEDA (Personal Information Protection and Electronic Documents Act): Applies
to most federally regulated organizations and to private-sector employers in
provinces without substantially similar privacy laws. 
Provincial Privacy Laws: Quebec, Alberta, and British Columbia each have their
own private-sector privacy legislation. These laws often impose stricter or
faster breach notification requirements than PIPEDA. 
Public-Sector Laws: If you work in government, health care, or education,
additional acts such as Ontario’s PHIPA (Personal Health Information Protection
Act) or Alberta’s FOIP (Freedom of Information and Protection of Privacy Act)
may apply. 

Each of these frameworks requires organizations to take specific steps when personal
information is compromised.  

Assessing whether the breach creates a “real risk of significant harm” (a
standard defined by law). 
Notifying affected individuals “as soon as feasible.” 
Reporting the breach to the applicable privacy commissioner. 
Keeping records of all breaches, even minor ones, for possible inspection. 

The compliance stakes are high. Under Quebec’s newly modernized Law 25, organizations
can face fines of up to $25 million or 4% of global revenue for serious privacy
violations. Even under PIPEDA, the reputational damage of non-compliance can be
devastating. 

But compliance isn’t just about regulators. Employees will judge you not only on
whether you followed the law, but also on whether you respected their dignity and
protected their interests. 

First Principles: Honesty, Empathy, and Clarity 
When a breach occurs, your instinct may be to wait until you know everything before
telling staff. But silence is often the most damaging choice. Employees will
inevitably hear whispers from IT, see odd login requests, or notice reporters
sniffing around. If they think you’re hiding the truth, trust can evaporate
overnight. 

A more effective approach is to communicate early, even if you don’t yet have all the
details. Acknowledge the situation, explain what you know, and commit to regular
updates. Transparency builds credibility. 

At the same time, tone matters. Compliance notices written in stiff legalese may
check the regulatory box but will do little to calm your team. Employees need to hear
empathy in your words. They need to know that you understand how frightening it is to
wonder if someone is opening a credit card in their name or reading their medical



records. 

Finally, clarity is critical. Data breaches are technical events, but your people
don’t need to hear about SQL injections or malware payloads. They need plain-language
answers: What happened? What does it mean for me? What do I need to do right now?  

A Case Study: The Air Canada Breach 

To see how this plays out in practice, consider the 2018 Air Canada incident. A data
breach in the airline’s mobile app exposed the personal information of up to 20,000
users, including employees. Within hours, the company issued a statement
acknowledging the breach, locked down affected accounts, and forced all users to
reset their passwords. 

Air Canada also offered direct support through a call centre and email channel. While
some criticized the airline for the scope of the breach, the speed and clarity of the
communication helped limit reputational fallout. The case is now often cited in
Canadian HR and IT circles as an example of how prompt notification can make the
difference between a scandal and a recoverable event. 

The HR Manager’s Role in Post-Breach Communication 
So, where do HR managers fit in? While IT and legal teams often lead technical
investigations, HR sits at the human centre of the response. You are the bridge
between leadership and the employee population. 

Here are the key responsibilities HR typically shoulders after a breach: 

Translating technical risk into human impact. Employees don’t care about
firewall misconfigurations; they care about whether their paycheque is safe. 
Coordinating notifications. HR often manages the contact lists for employees,
contractors, and retirees—critical audiences that IT may overlook. 
Providing support resources. This may include credit monitoring, fraud hotlines,
or simply making yourself available to answer questions. 
Rebuilding culture. A breach can erode morale, especially if employees feel
betrayed. HR has a central role in re-establishing trust. 

It’s worth remembering that your own staff in HR may also be victims of the breach.
Supporting your team internally while serving the wider organization can be an
emotionally heavy lift. 

Common Pitfalls to Avoid 
History shows that poorly handled communications often cause more damage than the
breach itself.  

Downplaying the issue. In one Ontario municipality’s breach, officials initially
told staff that “only a few records” were affected. Weeks later, it emerged that
thousands of files had been exposed, leading to outrage and accusations of a
cover-up. 
Blaming employees. Some organizations have implied that staff “should have used
stronger passwords” or “clicked the wrong link.” This not only deepens anxiety
but can also create a culture of fear that undermines future security training. 
Over-promising. Offering guarantees that “no one will suffer harm” is dangerous,
because the truth is you don’t control what cybercriminals will do with stolen
data. 



Avoiding these traps requires humility. It’s better to admit what you don’t yet know
than to assert something that later proves false. 

Practical Steps to Take with Your Team 
Let’s walk through what an HR manager might actually say and do in the days following
a breach. 

Day One: Acknowledge and Reassure 

Gather your team—or, if remote, send a carefully drafted message. State clearly that
a breach has occurred, that employee information may be involved, and that the
organization is investigating with urgency. Acknowledge that this is unsettling.
Offer reassurance that leadership is committed to transparency and to supporting
employees. 

Day Two and Beyond: Provide Concrete Guidance 

Once IT and legal teams clarify the scope, share practical steps: how to change
passwords, where to sign up for credit monitoring, what phishing attempts may look
like. Keep the language practical and action-oriented. 

Weeks After: Maintain Visibility 

Even after the immediate crisis fades, continue to update staff. Investigations often
reveal new facts weeks later. Employees will remember whether you kept them
informed—or whether you went quiet once the spotlight dimmed.  

The Psychological Dimension 
It’s easy to treat breaches as compliance exercises. But don’t underestimate the
emotional impact on your people. Research by the Canadian Internet Registration
Authority (CIRA) found that after a breach, 45% of Canadians felt increased stress
and anxiety about their digital safety. Some reported sleeplessness, distraction at
work, and even strained family relationships. 

For employees already managing high stress—think health care workers, retail staff,
or those dealing with personal financial strain—the added fear of identity theft can
be overwhelming. HR must recognize this as a wellness issue, not just an IT issue. 

Consider engaging your Employee Assistance Program (EAP) to provide counselling
support. Normalize conversations about stress. Remind employees that their fear is
valid and that the company takes it seriously. 

Regulatory Investigations: What to Expect 
If your breach meets the “real risk of significant harm” threshold, you may find
yourself dealing with a privacy commissioner’s investigation. Typically, this
involves: 

Submitting a formal report outlining what happened, when, and how many people
were affected. 
Demonstrating what mitigation steps you took, such as offering credit monitoring
or notifying law enforcement. 
Showing evidence of compliance training, data protection policies, and prior
breach logs. 



From an HR perspective, be prepared to provide documentation of how and when
employees were notified. Regulators often scrutinize not just the fact of
notification but the adequacy of the communication. Was it timely? Was it clear? Did
it give people meaningful tools to protect themselves? 

Failure to satisfy these standards can result in compliance orders, public reporting,
and reputational harm—even if fines are not imposed. 

Case Law: Lessons from Canadian Courts 

While Canada has fewer breach-related lawsuits than the U.S., the trend is growing.
Courts have increasingly recognized privacy as a protected interest. In Jones v.
Tsige (2012), the Ontario Court of Appeal established the tort of “intrusion upon
seclusion,” awarding damages to an employee whose banking data was improperly
accessed by a co-worker. 

More recently, class actions have been launched after breaches at Desjardins and
LifeLabs, both involving millions of Canadians. While these are large-scale cases,
the principles trickle down: employees have legal recourse when their personal
information is mishandled, and employers must take care in how they respond. 

Turning Crisis into a Culture Shift 
Handled poorly, a breach can destroy employee trust. But handled well, it can
actually strengthen culture. Employees who see leadership owning mistakes,
communicating honestly, and investing in prevention may come away with greater
confidence in the organization. 

Some HR teams use breaches as springboards for broader privacy initiatives: 

Launching mandatory security awareness training. 
Revisiting data retention policies (do you really need to keep decades of old
employee records?). 
Empowering employees to flag phishing attempts without fear of reprisal. 

By framing the breach as a turning point, you can convert a moment of crisis into a
culture of vigilance and shared responsibility. 

Your Voice Matters Most 
At the end of the day, the way your organization weathers a data breach depends less
on the sophistication of your IT tools and more on the credibility of your human
response. Employees don’t expect perfection. They expect honesty, empathy, and
guidance. 

As an HR manager in Canada, you are uniquely positioned to provide that voice. By
knowing the compliance frameworks, communicating with clarity, and centring the human
experience, you can help your team not only survive a data breach but emerge
stronger, more resilient, and more united. 

The truth is, breaches are no longer a matter of “if” but “when.” What will define
your leadership is how you talk to your people when it happens. 


