Artificial Intelligence Discrimination
Prevention & Compliance Game Plan

COMPLIANCE

Technology moves faster than law. This forces businesses to fit old regulation to
novel circumstances. Artificial intelligence is the perfect example. AI is digital
but the laws that govern its use are analog. One of those analog laws is the one that
bans employers from discriminating on the basis of race, religion, sex, etc.
Potential bias within AI algorithms brings discrimination laws into play.

The liability risks of AI bias are more than speculative. In a novel case,
iTutorGroup Inc. shelled out $365,000 to settle age discrimination claims for using
software programmed to reject female job applicants over age 55 and male applicants
over age 60. Before the ink on the settlement had even dried, a group of 100 rejected
job applicants filed a class action lawsuit accusing software vendor Workday of using
AI screening tools with algorithms wired to exclude older African Americans and
individuals with disabilities. While both of these cases involved U.S. companies,
it’'s only a matter of time before Canadian employers become the target for AI
discrimination lawsuits.

Bottom Line: If you use AI for hiring or other HR functions, you need to guard
against algorithmic discrimination risks. Here’s a 7-step Game Plan.

1. Use Due Diligence in Selecting AI Vendors & Products

The name of the game is to ensure that whatever AI technology you use for hiring
isn’t programmed to limit or exclude groups of job applicants on the basis of
protected characteristics. And if the AI technology you use comes from third-party
vendors, you need to select vendors and products that you can trust.

Compliance Strategy: Perform due diligence before signing a contract with a vendor
who designs or implements an AI-based hiring tool. Specifically, HR should work
together with IT and the legal department to vet the product and whether its design
and features are likely to lead to discriminatory outcomes. Key things to confirm
about the product:

e The vendor performs regular end-to-end testing to ensure that its algorithms are
similarly predictive across and don’t disadvantage any protected groups;

e It allows for detection of discriminatory outcomes; and

e The vendor takes steps to correct the disparities it identifies.
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2. Include Liability Protections in Vendor Contract

Having completed your due diligence, negotiate a contract that makes the AI vendor
you select responsible for any discrimination or other liability issues arising out
of your use of the product for hiring purposes that are the vendor’s fault.

Compliance Strategy: Such provisions may include:

e An allocation of risk clause.

e A vendor warranty that the product is and will remain compliant with human
rights and other laws.

e An indemnification clause requiring the vendor to pay for all of the fines,
damages, losses, and other costs you incur for discrimination or other legal
actions arising from your use of the product to perform hiring functions.

3. Guard Against Disability Discrimination Caused by AI Screen Out

Human rights laws require employers to make reasonable accommodations, such as
specialized equipment, alternative testing, and even changes to the job itself, to
ensure individuals with disabilities equal opportunity to apply and receive fair
consideration for a job. The danger is that algorithmic decision-making hiring tools
may screen out disabled applicants without taking reasonable accommodations into
account. The result is to exclude disabled applicants who are qualified for the job
when provided with reasonable accommodations.

Example: Chatbot software that screens out applicants for cashier jobs requiring
standing for long periods may reject an applicant who uses a wheelchair who'’d be
entitled to the reasonable accommodation of lowering the cash register so that it can
be operated from a sitting position.

Compliance Strategy: Ensure that the AI tools you use measure abilities and
qualifications that are truly necessary for the job—even for those who are entitled
to on-the-job reasonable accommodation. Also steer clear of algorithmic decision-
making tools that don’t directly measure but instead make inferences about necessary
abilities and qualifications based on characteristics that are correlated with them.
For example, a tool for a job requiring the ability to analyze data may rate that
ability by measuring the similarity between an applicant’s personality and the
typical personality of successful data analysts. Result: The tool rejects an
applicant who's great at analyzing data but who, due to a disability, has a
personality that’s far from the norm for successful data analysts.

4. Beware of Hiring Processes that Aren’t Accessible to Disabled
Applicants

Another potential blind spot in AI hiring technology is that it may not be accessible
to applicants who have particular kinds of disabilities. U.S. government guidance
cites the example of “gamified” tests that use video games to measure applicants’
abilities, personality traits, and other qualities. The problem is that applicants
with visual impairments may be unable to play these games. So, a policy of requiring
a particular score, such as 90% on a gamified assessment of memory, would exclude a
blind applicant with a good memory and is in all other ways perfectly capable of
performing the job.

Compliance Strategy: Ask AI vendors if the tool was developed with disabled people in
mind. Specific questions:

e Does the tool ask job applicants illegal questions that are likely to elicit
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information about a disability?

e Is the tool'’s user interface, if any, accessible to as many individuals with
disabilities as possible?

e Does the tool present materials to applicants in alternative formats and, if so,
which ones?

e Are there any disabilities for which the tool can’t provide accessible formats,
(in which case you might have to provide them with reasonable accommodation)?

e Did the vendor take steps to determine whether use of the algorithm
disadvantages the disabled, e.g., by assessing whether any of the traits or
characteristics the tool measures are correlated with certain disabilities?

You also need some kind of alternative method for rating job applicants in case the
current AI evaluation process you're using is inaccessible or otherwise unfairly
disadvantages someone with a disability.

5. Be Transparent About How You Use AI

Hiring discrimination lawsuits are often the product of miscommunication and
misunderstanding about how the process works. So, being transparent about your AI use
may reduce the risk of being sued; it might also save you time and money to the
extent it discourages unqualified people from applying in the first place.

Compliance Strategy: Provide all job applicants that you use AI algorithmic decision-
making tools to screen with as much information about the tool as possible before
using it, including:

e The traits or characteristics the tool is designed to measure.

e The methods it uses to measure those tools and traits.

e The disabilities or other protected characteristics, if any, that might
potentially lower the assessment results or cause applicants to be screened out.

6. Let Applicants Know that Reasonable Accommodations Are Available

One way to defuse the reasonable accommodations issue is to address it proactively at
an early stage in the hiring process.

Compliance Strategy: Let all applicants know that reasonable accommodations,
including alternative formats and tests, extended deadlines, etc., are available to
individuals with disabilities. Provide clear instructions on how to request
reasonable accommodations and establish a process for responding to them quickly so
that requesters will have ample time to be considered for the job before it’s filled
and you won't have to choose between meeting your accommodation responsibilities and
unduly delaying the hiring process.

7. Monitor Your AI Hiring Selection Rates for Potentially Discriminatory
Outcomes

Employers that rely on AI should maintain data of their selection rates by race, sex,
disability, age, and other protected characteristics, so they can identify and
mitigate discriminatory outcomes resulting from their use of the tool. Explanation:
Selection rate refers to the proportion of applicants that got a yes from AI tool to
move forward in the hiring process, e.g., applicants the AI selected to interview. To
get the selection rate of a group, you divide the number of persons selected by the
total number of applicants in that group. So, if 100 women apply for a position and
40 are selected for an interview, the selection rate for women is 40%.

Compliance Strategy: Monitor AI hiring decisions for potential bias by comparing



selection rates of different groups. There are 2 basic approaches.

Option 1. The Four-Fifths Rule: The unofficial rule of thumb is that discrimination
may be present when the selection rate for a protected group is less than 80% as
compared to non-protected groups. Example: An algorithm used for a personality test
selects black applicants at a rate of 30% and white applicants at a rate of 60%. The
resulting 50% selection rate for black people versus white people (30/60 = 50%) would
raise a racial discrimination red flag because it’'s lower than 4/5 (80%) of the rate
at which white applicants were selected.

Option 2. AI Bias Audits: A more precise method of identifying AI discrimination is
to periodically perform what's called an AI bias audit that uses specific metrics
measuring historical data that employers keep track of relating to their real-life
use of the AI tool to determine whether such use results in disproportionately
negative outcomes against certain protected groups. The metrics vary depending on
whether the AI tool is a regression system that generates a continuous score or a
classification system that provides a Yes/No or other binary output. Employer use of
AI bias audits, which are often performed by an independent third party, will
probably become mandatory in Canada in the not-too-distant future the way they have
in some parts of the US, including New York City.
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